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DETAILED ACTION 

1 . This is in response to the communications filed on 24 April 2005. 

2. Claims 9-16 are pending in the application. 

3. Claims 9-16 have been rejected. 

4. Claims 1-8 have been cancelled in a preliminary amendment. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 2\(2) of such treaty in the Hnglish language. 

5. Claims 9, 12, 13 and 15 are rejected under 35 U.S.C. 102(e) as being anticipated by Skubic et 
al US 2002/0026584 Al (hereinafter Skubic). 

As to claim 9, Skubic discloses a method for electronically signing a message in a 
cellular phone, comprising: 

generating an electronic fingerprint (i.e. hash 15) from the message (i.e. 
document 10) to be signed, in a personal computer (i.e. web server 125) [0028]; 
transmitting the electronic fingerprint from the personal computer via a 
communications network to the cellular phone (i.e. mobile terminal 20) having a 
signing device (i.e. Skubic discloses that the hash 15 along with the document 10 
and the request for the digital signature are forwarded at step 165 to the trusted 
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party 115 from the web server 125. The trusted party 115 sends at step 170 the 
hash 15 to the mobile terminal 20 over a communications channel 135.) [0028]; 

signing the received electronic fingerprint in the cellular phone (i.e. 
Skubic discloses the mobile terminal provides the digital signature at step 180) 
[0028]; and 

transmitting the signed electronic fingerprint from the cellular phone to the 
personal computer (i.e. Skubic discloses that the mobile terminal provides the 
digital signature at step 180, and the mobile terminal 20 notifies the trusted party 
115 of the signature at step 185. The trusted party validates the provided digital 
signature and updates and notifies the transaction as being signed at both the PC 
120 and mobile terminal 20 at step 190) [0028]. 
As to claim 12, Skubic discloses that the electronic fingerprints are transmitted between 
the cellular phone and the personal computer using one of a Short Message Service (SMS), e- 
mail and Wireless Application Protocol (WAP) service (i.e. Skubic discloses The web server 280 
provides the ability for the mobile terminal to connect to services in the PC 250. The WAP 
gateway 285 provides for the ability of a wireless device such as the Mobile electronic 
transaction device 260 to access the Internet using the WAP protocol through the customer PC 
250. The WAP gateway 285 acts as an interface between a WAP network and a TCP/IP network 
such as the Internet. The WAP gateway 285 converts between the WAP and TCP/IP protocols) 
[0035]. 
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As to claim 13, Skubic discloses a communication system for electronically signing, 
comprising: 

at least one personal computer (i.e. web server 125) [0028] linkable to a 
communications network (i.e. WAP network and a TCP/IP network) [0035]; 

at least one cellular phone (i.e. mobile terminal 20) [0028] assigned to the 
communications network (i.e. WAP network and a TCP/IP network) [0035]; 

wherein the personal computer includes a device for generating an 
electronic fingerprint (i.e. hash 15) from a message (i.e. document 10) to be 
signed, and a transmitting/receiving device for transmitting the electronic 
fingerprint to any cellular phone (i.e. Skubic discloses that the hash 15 along with 
the document 10 and the request for the digital signature are forwarded at step 165 
to the trusted party 115 from the web server 125. The trusted party 115 sends at 
step 170 the hash 15 to the mobile terminal 20 over a communications channel 
135.) [0028]; wherein the cellular phone includes a receiving device (i.e. mobile 
terminal 20) for receiving an electronic fingerprint transmitted by the personal 
computer via the communications network [0028], a signing device for signing 
the received electronic fingerprint (i.e. Skubic discloses the mobile terminal 
provides the digital signature at step 180) [0028], and a transmitting device for 
transmitting the signed electronic fingerprint to the personal computer. 
As to claim 15, Skubic discloses that the personal computer includes a second memory 
for storing software which enables the personal computer to communicate with the cellular 
phone [0028]. 
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Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 10, 11 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Skubic 
US 2002/0026584 Al as applied to claims 9 and 13 above, and further in view of Kitaori et al 
US. Patent No. 5,915,024. 

As to claims 10 and 14, Skubic discloses a mobile terminal 20 that digitally signs a 
document 10 [0021]. Skubic discloses that the signature is validated [0028]. 

Skubic does not explicitly teach how the mobile terminal signs the document. Skubic 
does not explicitly teach how the signature is validated at the computer. 

Kitaori et al teaches a secret key [column 8, lines 19-22]. Kitaori et al teaches using the 
secret key on a digest to form an electronic signature [column 8, lines 19-22]. Kitaori et al 
teaches a public key that corresponds to the secret key that was used to forming the electronic 
signature [column 10, lines 17-25]. Kitaori et al teaches that a decrypt er decrypts the electronic 
signature using the public key to obtain the digest [column 10, lines 13-16]. Kitaori teaches 
comparing digests to verify that the signature messages have not been altered [column 10, lines 
36-50]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Skubic so that the mobile terminal would have 
stored a secret key. The web server would have stored a public key assigned to the secret key. 
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The hash would have been signed by the mobile terminal using the secret key. The signed hash 
would have been decrypted using the public key. A comparison would have taken place of the 
hash to verify that the signature message had not been altered. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Skubic by the teaching of Kitaori et al because it provides 
reliability and determines whether a document has been altered. A hash algorithm ensures data 
integrity through the detection of changes to the data caused by either communications errors 
ocurring in transit, or by tampering. In combination, hashing and the use of digital signatures 
prevent the forging of an altered message [column 4, lines 33-41]. 

As to claim 11, Skubic teaches that the electronic fingerprint is generated in accordance 
with a hash function from the message to be signed. Skubic teaches that the hash 15 along with 
the document 10 and the request for the digital signature are forwarded at step 165 to the trusted 
party 115 from the web server 125 [0028]. 

7. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over Skubic US 
2002/0026584 Al as applied to claim 13 above, and further in view of Chae et al US 
2003/0054862 Al. 

As to claim 16, Skubic discloses that the web server 125 communicates with the mobile 
terminal 20 via a communications channel 135 [0026]. 

Skubic does not teach a third memory for storing the call numbers of at least one cellular 
phone and/or a target device. Skubic does not teach an automatic dial device for automatically 
dialing at least one of the cellular phone and a target device. 
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Chae et al teaches a mapped automatic call number in memory 113 [0033]. Chae et al 
teaches in step 519, the controller 1 1 1 dials the automatic call number registered in memory 113 
to connect a call [0035]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Skubic so that there would have been a memory, 
in the web server, for storing an automatic call number. There would have been a automatic dial 
device in the web server for automatically dialing the mobile terminal 20. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Skubic by the teaching of Chae et al because it provides a 
method for automatically calling a user of a missing mobile telephone in a locked state [0008]. 
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Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Aravind K Moorthy/ 
Examiner, Art Unit 2131 
/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2131 



